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CTzA

October 15, 1992

Mr. Julius Knapp
Authorization and
Evaluation Division
Office of Engineering
and Technology
Federal Communications Commission
Washington, D.C. 20554

Re: October 22 Meeting to Discuss ESN Security

Dear Mr. Knapp:

I am writing to confirm our meeting to discuss ESN security
issues, to be held at 10:00 AM on October 22, 1992 at CTIA's
office, 1133 21st Street, N.W., Washington, D.C. 1In particular,
the %Cell Phone Emulator" manufactured by C 2 Plus Technology
presents a potential threat to the cellular industry by
facilitating the cloning of cellular ESNs on a scale heretofore not
possible. In addition, we wish to underscore the importance of
insuring the integrity of cellular ESNs, and review the FCC's type
acceptance requirements for cellular mobile units. In that regard,
I have enclosed a letter from Ms. Mary Anderson to Mr. Frank
Coperich concerning YAESU portable phones.

Common Carrier Bureau personnel have been invited to join you,
Mr. Coperich and Mr. Art Wall. CTIA's Eric Hill, Director of
Industry Security, and Martin Nierwienski, Manager - Technical
Support, will conduct the meeting.

If you would like any additional information in advance of
Thursday's meeting, please give me or Eric Hill a call at (202)

785-0081.
Sincerely,
AL e O
Michael Altschul ,
Enclosure

cc: Mr. Steve Markendorff

Cellular Telecommunications Industry Association @
1133 215t St. N.W., Third Floor, Washington, D.C. 20036 @ (202) 785-0081 ® FAX (202) 785-0721 recycled papet



November 4, 1992

s FEDERAL COMMUNICATIONS COMMISSION
Ms. Renee Licht
acting General Counsel AUTHORIZATION & EVALUATION OV
Federal Communjications Commission
1919 M Street, N.W. NOV 6 1992

Washington, D.C. 20554
C@ﬂM&AMD

- e

Dear Ms. Licht: o

On October 22, 1992, CTIA and the staff of the FCC's Mobile
Services Division and the Office of Engineering and Technology met
to discuss the applicab:.l:.ty of the FCC's rules to the NaM
Emulation Programming Device (“YNEPD") manufactured and distributed
by C Two Plus Technology. At that meeting, CTIA and the Commission
staff reviewed the FCC's rules, and Mr. Eric Hill, CTIA's Director
of Industry Security demonstrated to the Comnission staff that the

NEPD alters a cellular phone's factory-set Electronic Serial
Number .

As you can see from the attached letter to C Two Plus, CTIA
has concluded that the alteration of a cellular phone's ESN by the
C Two Plus NEPD is a clear violation of Section.22.915 of the FCC's
rules. Based on our demonstration and our review of the dev:.ce,

OTIA seeks the. FCC's written-.concurrence that -.cellular’ phones -

containing ESNs that have been modified. by the NEPD -(and similar
devices) do not conform to the Part 22 Rules.

Given the importance of this matter to the cellular industry's
ability to combat fraud, I urge you to act promptly to enforce
Section 22.915 of the FCC's rules for cellular service.

Sincerely,
LA L
Michael Altschul

Vice President and
General Counsel

tnclosures

cc: IA rraud Task Force Funding Carriers
. Julius Knapp, Authorization and
Evaluation DiVL51on, FCC
Mr. John Cimko, Chief, Mobile Services
Division, PRcCC

Cellutar Telecommunications Industry Association
1137 215t St N.W., Third Floor, Washington, D.C. 20036  (202) 7850081 @ FAX (202) 785-0721




CTEA

November 3, 1992

Mr. Stuart F. Graydon
President :
C Two Plus Technolegy
3174 Mobile Highway
Montgomery, AL 36108

Dear Mr. Graydon:

I am Vrltmg to thank you for your cooperation with CTIA's

Fraud Task Force, and to report on CTTA's findings concerning “the

C Two Plus Technology NAM Emulation Programming Device ("NEPD").
As you know, our interest in the NEPD directly relates to the ease

with which cellular phones with altered Electronic Serial Numbers

" ("ESN's") can be used to defraud cellular carriers. This is
because cellular carriers cannot distinguish between a phone with
a factory-set ESN and programmable Moblile Identification Number
(“MIN*) and a "cloned" (or "emulated") phone with the same ESN and
MIN combination. The cellular industry estimates that its losses
due to all types of fraud now exceed $300 million per year.

Based on CTIA's review,! including your statement to Eric
Hill, CTIA's Director of Industry Secur:l.ty, that the NEPD
overwrites the manufacturer's original ESN, it is clear that the C
Two Plus NEPD alters a cellular phone's electronic serial number
from the unique ESN installed by the manufacturer. It follows,
therefore, that a cellular phone with an ESN that has been modified
by the NEPD does not comply with Section 22.915 of the Federal
Communications Commission's rules, and you should be aware that any
individual or company operating such phones or performing such
alterations could be subject to appropriate enforcement action.

unique ESN is enshrined in Section 22.915 of the FCC's rules for

'CTIA studied the NEPD using the device you provided. We
thoroughly reviewed your instructions and followed the procedures
specified by C Two Plus to install any manufacturer's ESN into a
second phone. I have enclosed a summary of the procedures we
followed to install (or "clone®") an ESN from an NEC phone into an
Audiovox phone.

Cellular Telecommuunications Industry Association
1133 21st Sc. N.W,, Third Floor, Washington, D-C. 20036 ® (202) 785-0081 @ EAX (202) 785-0721

“The reguirement that each celluliar mobile unit must contain a -
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cellular service.? on October 2, 1991, the FCC unambiguously
stated that "([plhones with altered ESNs do not comply with the
Commission's rules and any individual or company operating such
phones or performing such alterations is in violation of Section
22.915 of the Commission's rules and could be subject to
appropriate enforcement action."® The FCC established its rules
governing ESNs because the requirement that each cellular phone

contain a unique ESN is critical to the cellular industry's ability
to render accurate bills and control fraud.

There is a direct connection between the enforcement of Section
22.915 of.the FCC's rules and the industry's ability to provide
high quality service to cellular custonmers. The cellular
infrastructure regquires that each phone contain a unigue ESN; as a
corellary, the cellular industry cannot accommodate two (or more)
phenes with the same ESN. 211 current and future technical
standards used +to interconnect cellular gystems to . provide
"roaming® service to customers rely upon the unigueness of each
mobile unit's ESN. Shared ESNs disrupt billing mechanisms and
circumvent fraud detection programs.

Because CTIA considers the alteration of a cellular phone’'s

ESN performed by the C Two Plus NEPD to be a clear violation of
Section 22.915 of the FCC's rules, we are sending copies of this
letter to our member companies and communicating our flndlngs to
the appropriate officials at the Federal Communications Commission.
Because the NEPD and C Two Plus's marketing of the device' has the
potential to undermine the very basis of cellular security and
disrupt the industry's efforts to combat fraud, we are urging the
FCC to act promptly to enforce its rules.

*In 1983, the Technical Standards Branch of the FCC's Office
of Science and Technology issued the "Cellular System Mobile
Station-Land Compatibility Specification" in OST Bulletin No. 54.
Paragraph 2.3.2 specifies that "[t]lhe serial number is a 32-bit
binary number that uniquely identifies a mobile station to any
cellular system. It must be factory-set and not readily alterable
in the field." As the enclosed FCC public notice explains, the
specifications set forth in paragraph 2.3.2 of OST Bulletin No. 53
are incorporated into Section 22.915 of the Commission's rules.
See Octocber 2, 1931 Public Notice, "Changing Electronic Serial

Numbers on Cellular Phones Is a Violation of the Commission's
Rules", (FCC Report No. CL-92-3).

Id.

“The enclosed C Two Plus marketing brochure, "Quick Reference
Taken From FCC Rules and Regulations," is false and misleading. It
asks "Is CELL TWO PLUS Emulation Illegal?" and then states "The
CELL TWO PLUS feature is not specifically mentioned in the FCC
Rules as this technology was not developed at that time..." As I

have noted, Section 22.915 of the Commission's rules affirmatively
brohibits ESN cloning.
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CTIA does appreciate your cooperation, and I invite you to
discuss our findings with me or Mr. Hill. Now that our review of
the NEPD is complete, CTIA is returning under separate cover the
equipment you provided. :

Sincerely,

A1 { e &

Michael Altschul

Vice President and
Ceneral Counsel

Enclosures

cc: CTIA Fraud Task Force Funding Carriers
Ms. Renee Licht, Acting General Counsel, FCC
. Julius Rnapp, Authorization and
Evaluation Division, FCC
Mr. John Cimko, Chief, Mobile Services
Division, FCC

¥




Summary of C—-Two—Plus Instructions

Data obtained from C Two Plus must be programmed into the
phone. In the case of the Audiovox CMT-420 phone, the data is
programmed inte the first four "“System ID Inhibit" locations.
The data consists of four numbers, each with five digits. ¢
Two Plus generates these numbers from two customer-provided
ESNs: the factory set original ("primary") ESN associated

with the phone and the secondary ("cloned") ESN associated
with a different phone. :

The phone's factory-installed firmware chip must be removed.

A chip provided by C Two Plus must be placed in the NEPD, and
the NEPD must be connected to the phone by inserting a cable

into the same location from where the manufacturer's original
firmware was removed.

After powering the phone for twenty seconds, then powering
off, the NEPD is removed from the phone, and the
manufacturer's original firmware chip is re-inserted into its
original location.

If the programming procedure is done correctly, the mobile
unit displays error message 01", If no error message

appears, then the procedure was done incorrectly and must be
repeated. ’




2. CAN I TALK BETWEEN MY MOBILZ PHONES? NO!

‘Party Line or Fleet—~Call' situatica which 1s prohiibited under FCC Rulaes.

This would Be considerad o

If hoth phones are ca at the same time aqnd onae tries te cagll out, the first cas
pressing the SEND key grobs the line and locks the other ona{z) aut. If both are oqa
and ¢ call comes in, the tower equipment ccnaot handle multiple answars on one line
and you way lose the call.

FCC

{Page 22672] 6. SERVICES: 1635. The final decision in Docket No. 18262 imposed NO
.RESTRICTIONS on cellular gystem provision of dispatel secvices, EXCEPT FOR FLEET-CALL
DISPATCH. Wa concludag that if cellular systems could, through aqtural economics,
provide lower—priced dizpgtch services, THE PUBLIC SHQULD NOT BE DENIED THAT BENEFIT.

[Page 27679] 22.811 PERMISSIBLE COMMUNICATIONS {a) Mobile stations in this
service are authorized to communicate WITH AND THROUGH BASE STATIONS ONLY. («)
Gederal and dispatch communications are permitted on cellular systems. Pending
further investigotion by the Commissicn, "fleet call™ dispatching, in which a
dispotcher SIMULTANEOUSLY COMMUNICATES with multiple mobile units, WILL NOT SE
PERMITTED except on a developmental basis.

[Poge 22672] 114, [PARTY ULINE/FLEET COMMUNICATIONS PROHIBITED] (2) because the

mobile units would each require o seporate voics channel, while a conventional system
could ocperate cver single channel.

Q. IS CELL TWO PLUS EMULATION ILLEGAL? The CELL TWO PLUS feature is
not zpecifically mentiocned in the FCC Rulaes gs this technology was not developed at
that time, however, REGULATORY STRUCTURE anticipates State Of The Art improvements:

FCC

[Page 27671] Weo are establizhing a regulatory structure under which a celluler system
cperator, once authorized, will nave conaiderabla freedom to adapt itz system o
growing or changing demxnd. FLEXIBILYTY TO ADAPT TO CHANGE IS INHERENT IN THE
CELLULAR CONCEPT AND AN APPROACH REQUIRING ANY MORE PAPERWORK OR PRIOR APPROYAL THAN
TS ABSOLUTELY ESSENTIAL MIGHT DESTROY THAT FLEXIBILITY. Accordingly, once g cellular
sService orea has been establishad, the system opergtor will be able to modify its
system without substential oversight, o5 long s it serves the scme areaq.

(Page 27666] %56. A cellular system opergtor is o common carrier and not merely o
customar; interconnection grrongoments should therefore BE REASONABLY DUESIGNED SO AS

TO MINIMIZE UNNECESSARY QUFLICATION OF switching facilities and the ASSOCIATED COSTS
TO THE ULTIMATE CONSUMER.

[Poge 22672] 143. We (FCC) concludod thot if cellular systems could, through natyrgl

economicz, provide lowwr-priced diszpatch servicas, THE PUBLIC SHOULD NOY BE DENIED
THAT BENEFIT.

{Poge 22672] D. CONCLUSION 112. CELLULAR SYSTEMS SHOULD BE CAPABLE QF ADAPTING TO
CHANGTING CUSTOMER OEMANDS AND ADYANCING TECHNOLOGY. (icensees in thiz secvice wILL
HAVE THE RESPONSIBILITY to ADAPT to the CHANGING MARKET ENYIROMMENT.
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FEDERAL COMMUNICATIONS COMMISSION

Common Carrier Bureau
Mobile Services Division

Facsimile Transmission Cover Sheet

Room 644, 1919 M Street NW, Washington, DC 2055684
Telephone: voice (202) 632-6450 fax (202) 634-7845
Date: _ e S,
To: _.__Julius Knapp

Fax #. (301) 344-2050

Total pages = 4

Message/Special Instructions:
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ohn page 1

From jcjccb

From: jcjccb@ccbmsd.UUCP (John Cimko)

X-Mailer: Altos UNIX System V Mail (version 3.2)
To: ccbmsd! jmtcch

Date:

Status: R

FEDDS MESSAGE BEGINS HERE >>>

Sender: ccbmsd! jcjceb @ John C.
Date:

Subject: Cellular Phone ESNs

CC: mcpccb slmcecb  Primary: jmtecb
RR: ¥y

Jim:

Mike Altschul tells me that he sent a letter over here after the briefing we
attended on the ESN tampering problem, asking the Commission to express its
views on the legality of this tampering. He says the letter was referred to
0GC, but they inform him they have ''tasked" the letter over to MSD for a
response.

Mike is anxious to get a response that says that, as a general matter, any ESN

alteration runs afoul of our rules (we have already said something like this in
public notices).

John C.




COMMON CARRIER BUREAU

ROUTE SLIP
TO:
—_ CHERVL TRAT ___ JAMES KEEGAN
JL ROSS MALTZER ___ GREG WEISS
X GERALD VAUGHAN "~ GREG VOGT
___ KATHE LEVAZ —_ KEN MORAN
___ WENDELL HARRIS ___ GEORGE LI
— M SPURLOCK —_ JM SCHLICHTG
— TOM SPAVNS _ JOHN CMKO
— TOM BEERS __ PEYTON WYNNS
___ GERI MATISE
___ BLE MULCARE
___ JOE HALL
Action Coordination Per_Corwersation
X | Approval File Prepare Reply
As Requested For Correction See Me
Circulate for Your information Signature
Comment Xl Note and Return
REMARKS

CTIA Yuo req vestrd the attachad letie~
o tha & visSion

The leth i3 similan Yo a

reamt

Plsse et e knco if yow ar<
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FROM JOHN <imkKo DATE
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FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

January 15. 1993

In Reply Refer To:
1600D-JMT

Cellular Telecommunications Industry Association
1133 21st St., N.-W., Third Floor
Washington, D.C. 20036

Attn: Michael Altschul
Dear Mr. Altschul:

This is in response to your letter of November 4, 1992 concerning the applicability of the
FCC'’s rules to the NAM Emulation Programming Device (NEPD) manufactured and
distributed by C Two Plus Technology. You ask for Commission concurrence that cellular
phones containing Electronic Serial Numbers (ESNs) that have been modified by the NEPD
(and similar devices) do not conform with Part 22 rules.

In our Public Notice of October 2, 1991, Report No. CL-92-3, we stated our general
position that ‘‘phones with altered ESNs do not comply with the Commission’s rules...."’
We also stated that ‘‘any individual or company operating such phones or performing such
alterations is in violation of Section 22.915 of the Commission’s rules and could be subject
to appropriate enforcement action.”’ Section 22.915, entitled Cellular system compatibility
specifications, generally sets forth the standards of cellular operation as reflected in the
Cellular System Mobile Station-Land Station Compatibility Specification (April 1981 ed.),
Office of Engineering and Technology Bulletin No. 53. The bulletin is contained in
Ap%endix D to the Report and Order in CC Docket No. 79-318, 86 FCC 2d 469, 567
(1981).

K

YTt is a violation of Section 22.915 of the Commission’s Rules for an individual or company

to alter or copy the ESN of a cellular telephone so that the telephone emulates the ESN of
any other cellular telephone. Moreover, it is a violation of the Commission’s Rules to
operate a cellular telephone that contains an altered or copied ESN.

Sincerely

-

ohn Cimko
Chief, Mobile Services Division
Common Carrier Bureau
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Congress expected to unveil
~evised guidelinesjor wiretaps

By Jeffrey Silva

WASHINGTON—Sen. Patrick
Leahy, D-Vt., and Rep. Don Edwards,
D-Calif., within weeks are expected
to introduce a significantly revamped
version of the controversial, digital
telephony wiretap legislation pro-
posed by the administration earlier
this year.

Sources say identical bills will be
offered concurrently in the House
and Senate that, among other things,
set wiretap standards for common
carriers and put in place enforcement
mechanisms.

However, imposing a $10,000-a-
day fine on wireless and wireline
common carriers for noncompliance
and other provisions originally
sought by the Federal Bureau of In-
vestigation are expected to be wa-
tered down in the revised legislation.

Getting digital telephony wiretap
bills introduced would be a big victo-
ry for the FBL. In recent years, it has
failed to overcome opposition from
fawmakers, industry, civil liberty
groups and others who fear privacy
rights will be compromised by mak-
ing eavesdropping easier for law en-
forcement.

Imposing a $10,000-a-
day fine on wireless and
‘reline common carriers
for noncompliance and
other provisions originally
sought by the Federal
Bureau of Investigation
are expected to be watered
down in the revised
legislation.

Leahy and Edwards, who head ju-
diciary subcommittees in their re-
spective chambers, held joint House-
Senate hearings on the FBI's digital
telephony wiretap proposal earlier
this year, and themselves expressed
that concern.

The FBI, for its part, asserts legis-
lation is needed because new tech-
nologies are undermining its ability
to carry out court-authorized elec-
tronic surveillance to combat crime,
drug trafficking and international
terrorism. The agency insists im-
provements to wiretap laws encom-
passed in the Electronic Communica-
tions Privacy Act of 1986 are inade-
quate

As such, the FBI in 1994 found law-
makers perhaps more willing to lis-
ten as violence in this country
reached epidemic levels. Another
reason Congress might be more will-
ing than before to work on a digital

phony bill is FBI Director Louis
:eh, a Clinton appointee who
seems to be widely respected and ad-
mired.
" “I think that we'll see a law this
i year,” predicts Thomas Wheeler,
! president of the Cellular Telecommu-
nications Industry Association.
Wheeler said the legislation must
\:‘lurﬂ\v haw much eollular switeh-port

apacity is necessary for wiretaps

and how roaming calls being wire-
tapped should be routed. He also
wants the cellular fraud problem ad-
dressed in the legislation.

Wheeler said because cloning a cel-
lular phone'’s electronic serial num-
ber is not illegal, something he wants
changed, law enforcement officials
face the prospect of inadvertently
——— - - TETTET T

e ——

i bility of that happening would be di-

. closed, he noted.

tapping into conversations of people
not subject to the wiretap. The possi- :

minished if the cloning loophole were

While the administration made
headway on one front it lost ground
on another. Dr. Matthew Blaze, a
computer scientist with AT&T Bell
Labs found a flaw in the Clipper
Chip, a key escrowed encryption
standard the White House swears by
and wants the federal government, |
telecommunications industry and
American public to adopt.

AT&T is one of the first companies

? to: ) Shpps -0 pri-
Vo, LT e e et .. orans-
pertab.e  tonear pliene. A

i spokesman said the firm has no plans

to abandon the encryption algorithm
developed by the Commerce Depart-
ment's National Institute of Stan-
dards and Technology, the National
Security Agency and other federal
agencies.

The two keys needed to descramble
the Clipper Chip are to be held by
NIST and the Treasury Department.
The chip has attracted the same op-
ponents active in the digital telepho-
ny wiretap measure.

Obedient
Buttons

They Do What You Tell Them

(and only talk back when requested)

Zetron's Series 4000 Communications Control

System and Model 4010 Rad

io Dispatch Console

offer more flexibility and control than any other
equipment in the industry. Any button can be

programmed to perform chan

nel control functions,

system control functions, instant call paging, and
auxiliary input/output switching.

You can quickly add channels and pagers or re-

arrange button layouts to fit y

our requirements as

your system grows or changes.

Don't let yourself get frustrated with consoles
that won't do what you ask them to do. Equip your

dispatch center with Zetron's

communications

equipment and take control today.
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FRAUD ALERT BULLETIN 94-01
MARCH 3, 1994
PAGE ]

CHATTANOOGA TRIAL RESULTS

YQU WILL RECALL FROM THE LAST FRAUD ALERT BULLETIN WE REPORTED ON A
COUNTERFEIT PHONE TRIAL HELD IN CHATTANOOGA AT WHICH TIME THE
DEFENDANT RECEIVED A GUILTY VERDICT. SENTENCING WAS PASSED DOWN IN
JANUARY AND HE RECEIVED A THREE YEAR PROBATION AND ORDERS TO MAKE

FINANCIAL RESTITUTION.
EXTENSION PHONES - C2+ TECHNOLOGY

ALTHOUGH THIS TOPIC HAS BEEN DISCUSSED BOTH IN PREVIOUS FRAUD ALERT
BULLETINS AND IN ALL OF OUR FRAUD AWARENESS TRAINING SEMINARS, I RECEIVE
PHONE CALLS QUITE OFTEN FROM EMPLOYEES WHO BAVE NO KNOWLEDGE OF
THIS ACTIVITY. FOR THE BENEFIT OF NEW EMPLOYEES AND THOSE WHO HAVE
NOT READ OR HEARD ABOUT THIS PROBLEM, [ WQULD LIKE TO ADDRESS IT ONCE

AGAIN. ) :

C2+ TECENOLOGY IS A COMPANY OUT QF MONTGOMERY, ALABAMA, WHO HAVE
BEEN PROVIDING “EXTENSION PHONES" FOR QUITE SOMETIME NOW. THEY HAVE

ALSO SOLD DISTRIBUTORSHIPS OR FRANCHISES TO LITERALLY HUNDREDS OF
INDIVIDUALS AND/GR COMPANIES TEROUGBOUT THE UNITED STATES AND CANADA.

. THEIR BUSINESS APPROACH IS TO LURE LEGITIMATE CELLULAR CUSTOMERS INTO
BUYING PHONES FROM THEM THAT CONTAIN THE CUSTOMER'S EXACT MOBILE '
NUMBER AND ESN COMBINATION OF THE PHONE THEY ARE CURRENTLY USING. NO
MATTER HOW YOU LOOK AT IT, TBE DUPLICATED PHONE IS A CLONE OR
COUNTERFEIT. THEIR ADVERTISING STRESSES THAT AN EXTENSION PHONE
ALLOWS A'CELLULAR USER TO BAVE MULTIPLE PHONES, YET PAY ONLY ONE

. MONTHLY SERYICE CHARGE PE£R MONTH TO THE CELLULAR CARRIER

THE FCC STATES "IT IS A YIOLATION OF SECTION 22.915 OF THE COMMISSION'S
RULES FOR AN INDIVIDUAL OR COMPANY TO ALTER OR COPY THE ESN QF A
CELLULAR TELEPHONE SO THAT THE TELEPHONE EMULATES THE ESN OF ANY
OTHER CELLULAR TELEPHONE. MOREOVER. IT IS A VIOLATION OF THE
COMMISSION'S RULES TO OPERATE A CELLULAR TELEPEONE THAT CONTAINS AN

ALTERED QR COPIED ESN.*[ HOWEVER, THE FCC HAS NO LEGAL EMPOWERMENT
OVER THESE INDIVIDUALS OR COMPANIES ASSOCIATED WITH C2+ TECENQLOGY;
NOR IS THERE A LAW OR STATUTE COVERING THIS TYPE ACTIVITY.

CURRENTLY, WE HAVE NO LEGAL RECOURSE AGAINST THESE PEOPLE.

IN THE RECINTLY PUBLISEED FCC NOTICE OF PROPOSED RULEMAKING, THIS WAS
ONE OF MANY SUBJECTS ADDRESSED. CERTAINLY. BELLSOUTH CELLULAR. ALONG
WITH OTHER CARRIERS AND THE C.T.1 A HAVE SUBMITTED REPLIES ADAMANTLY
STATING THE OPINION THAT CELLULAR SERYICE WAS DESIGNED TO OPERATE ON
THE BASIS TEAT TACH CILLULAR PHONE WOULD HAVE A UNIQUE MOBRILE NUMBER

......................
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T SIGHT

““We understand that i¢ is incumbern?
on us Yo establish end moinfain a

ks
-

dicensing process as learn as we cain

make it. . ." says John Cimie, chief
of the FCC’s Comemomn Carrier
Burecau’s Mobile Services Divisios.

o this exclusive mterview
with Lou Manuata, Washing-
ton hureaa chivt for Celfuiar
Varkenas, lohn Cimky dis-
' atary el

NN e Tt

f .
[R PRR SRR S S

Jb GO aTIOLs se

(PCS).

What is on vour agenda for
the next few months con-
cerning the cellular indus-
try?

Lo e mention four things
that are at the head of the
list {or right now. One is the
pending Part 22 rulemaking.
We have begun work review-
ing the comments. This is
near or at the top of the list
in terms of priorities. It rep-
resents a comprehensive re-
visiting and reworking of our
rofes and gives an opportuni-
ty o the Commission and
the industry to focus on how
the rules have worked and
how they need to be adapted
in order to accommudate the
changes that have occurred
so rapidly,

Other things on our agen-
divin the near term include
the taking of applications for
unserved areas. We are close
to coming out with a public
notice which will indicate
that we'll he taking svstem
infarmation updates, and
Wit begin 1o accept apphica-
tions in February or March.
This is one of the las) steps
t detting serviee pvery-

o the countey We re
dhixtouns ta bhong it (o
fruition

W have on reconsider -
Hon an issue as 1o how the
renewal process will work.
Parties are advacating that

R Markening

the Commission change 118
approach with respect to the
rules voverning renewniis. {t's
important that we Jet resol-
thar o than

NNt Ceaase

Wt THE THA LY L T
Pavins 1o Coearw:l ey
We need to have ruies in
place.

The last item | would like
to mention is the pending pe-
tition from Telocator asking
the Comumission to initiate a
rulemakiny which wauld
allow cellular spectrum to be
used on a private carriade
basis. I'm not here to adva-
cate an outcome in this rule-
making one way or the other.
but I did want to draw atten-
tion to it as something im-
portant on our agenda. We
want to give parties an op-
portunitv to comment on
what Telocator is tatking
about.

What is vour opinion on the
California PUC’s recent de-
cision in the Cellular Oll to
permit resellers to provide
switching functions?

In terms of mv own view of
that decision, certainly the
FCC shares the same objec-
tive of fostering a competi-
tive marketplace. | think that
a point that deserves empha-
sis at the outset 15 that the
FCU taok that step mitially
when it set up the regulatory
regime in cellulir by estab-
lishing head-to-head compe-
titson hetween carriers i the
same  cellular market |
would sav that the Commis.
sions pointing to s different
route towards achieving a
yreater Jevel of competition
rather than the tvpe ol ap-

proach Califorzia has taken
We have initiated the PCS
rulemaking as a means of in-
creasing compeiition. There
i a0 disagreement ever the
Claniorin

G tiies ol Tl
,

Ao and wiat the Lomimis-
sion has, in farge part, al-
readyv achieved and contin-

ues to improve upon.

What are you hoping to ac-
complish with the propused
rewrite of Part 227

| think we have two major
objectives. One is to further
pursue our goal of making
sure that spectrum is being
efficiently utilized. That is
one of our principal respon-
sibilities as regulators. |
think the Part 22 rewrite is
another chance for us to
look at this question gverall.
Do we have practices in
place that achieve that effi-
ciency?

A second broad objective
is to look at our own proce-
dures, the way in which the
licensing process works, the
way our processing rules
work, the wayv this Division
functions. and assess the ex-
tent to which that can he
streamlined and made more
efficient. Can the rules be re-
vised in wavs that reduce
the kind of burdens that ap-
plicants and licensees lace
when going through that
process? We understand
that as we pursue  the goal
ab greater campetition in the
marketplace, one of the bur-
dens it puts on our Division
and the Commission is that
we five competitors the abil-
ity to adapt quickly and re-
spond quickly to what the

PR

 Pant 22 rulemaking and

Juhn Cinko

markernizce demands. Rec
ognizing thai, we understand
that it is wecumbent nn us to
establish ood macain a i
censin

WO L T e T

Drogess as iean oS

PN cms e N H
ARG S The T3NS

[ies we ave [0ouverseeilly
the operations of the indus-
try are heing met.

Should the FCC be daing
more to combat ceflular
fraud?

From the Commission’s end
a couple of things are go-
ing on. A little over a vear
ago the Commission re-
leased a public notice which
drew atteation to this prob-
lem and indicated that any
tampering with Electronic
Serial Numbers (ESN) on cel-
lular phones violates Com-
mission rules. In addition to
that. the Part 22 rufemaking
proposes further changes to
the rules that set out in more
detail what manufacturers
are expected to do when
producing celtular phones.
how the integrity of the ESN
is to be maintained, and how
phones should be designed
to mimmize tampering, with
a view towards getting a han-
die on this problem from a
regulatory perspective.
One_of the difficulties we
face is the fact that the "bad
guys~ are nol licensees and
are not directly subject to
our_jurisdiction. This serves
as a constraint on the kind of
reyulatory steps we can take
to solve this problem. None-
theless, we're trying to draw
attention to the issue in the

"

try to take action there.

i
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[ C2+ CHALLEXNGES CTIA ACTIONS IN CELLULAR "EMULATICK" CASE

TWO-FERS Alnoat a year agc (see CS&M, April 1932) we were the
firet putlicstion to write about & mew "sophisticated,
copyrighted emulation goftvare” from Cellular-Two-Plus Marketing jC2+) which 'makes it
poesidble to put 2 (or more) phones on one number | but which] does not increase the chances
0f cellular fraud.” Nothing much came of that story. Thia newaletter circulates only
among individuals end occmpmnies in the cellulat industry.

It wasn't until a similar astory appeared {m our "Eoad ¥York” column in Kobile Office
magazine (Oct. 1992, "Cellular Double Dip™) that we received a reaction. Several of our
oldest friends in the industry ocmlled to sdvise us that our statement in that column that
"you can legallz have more than one phone activated on the same number” was, in fect, not
correct. . i :

For our part, we're reserving judgment on this matter until the ocourts make a ) o
decision. In the meantime, however, let'as examine both sidea of the story. - -, S

Let's "dgsume you have 2 ‘telephones at home--one upstairs, ons downstairs. How pany .

telephone numbers do you have?' ‘Most “likely, "just one number,-and it vorks on both phones, -~~~

....Nothing out of the ordinary there: {TWo (or more) phones ‘on the same ‘number Las been
(atand;rg procedure in _$he_landline telephone network for: : v: A
ov, ink back {5 years or so, whenm you could buy an extension phone at the local
Radio Shack and install it yourself. Of course, the phone company woulda't let you use it
unless you (1) told them abtout it, and (2) paid an exires fee sach month. Most of us who
installed our own extension phones just kept quiet about it. We kmew we wers violating
something, but we didn't care. We psid our phone bills every month and didn't feel like
we vere hurting anycne. -
['"”'?oi years, Ma Bell made a great deal of fuss about "illegal” extension phonea. If she
_leaught you, there was you-know-what to pay. She angered & lot of people over this policy
\ #~d a whole hoat of other similar issues, ineieting that shs, end she alone, had the right
; install and own both primary and extension phones, and the heck with public interest.
‘ If you asked her, "Why is it illegal for me to own my own extension phone? What
possible harm am I causing to you or your network?” she would hesitate and mumble
.something about how it "wasn't allowed under the tariff.”
Anyone who attempted to figure out what that wmeant had troubdle getting a straight
snswer. Baeically, it came down to, "We don't want to let you do it, and that's that."”
We ell know vhat happened, of course. The Justice Department came along and broke Ma

~Bell into a whole bunch of pieces about 10 years ago. Now you can own all the extemsion _
photies you want to. e

‘It's become such & ‘big business that ATAT and “the “Regional Bell

opened their own phone stores and will sell you & ‘vhole hoat af COAM, vhich means
cusiomer owned and paintained equipment,” . T .t e eeeteooc e

e P S PR

= That's vhat Bappened In the landline Befwork. . = tooliTo o aenm
- A _somevwhat similar scemario appears to _be occurring on the nev wireless network. The -
/<;;:I;ate outcome may once again be determined by the courta. ’ ‘
Here are: the players: On the one aide, you find the cellular industry as represented .
by the Cellular Telecommunications Industry Associsticn a8 well as individual carriers
- acting on. their own behalf. You also have major cellular manufacturers such ss Motorola.
0o the other side, you have a small, entrepreneurial company known as Cellular Two
Plus (C2+), which has come up with a way to "legally" (its term) put 2 cellular telephones
on the same phone number.
"Not alloved!" shout the CTIA et al. “Why not?"” asks C2+. "“Because it's against FCC
regulations,” seys the cellular industry.
Yes, indeed, there is a regulation on the books that says, "[The ESN] uniquely '
~ identifies a mobile-station to any cellular system. It muast be factory set and not
i1y alterable in the field. The eircuitry that provides the serial number must be
iculated from fraudulent contact and tampering. Attempts to change the serial number
oircuitry should render the mobile station inoperative.™ '
CTIA alleges that C2+ ig violating this regulation. It oltes as {ts authority an Oct.

2, 1991, "pudlic notice™ from the FCC stating that "phones with altered ESNs do not_comply
\¥1th the Commission's rules and any individua) A% sarmc<B¥ opp -~ F§& K = ‘NOR8: T

i
%
[P
-

- Operating Companies” (which are a large part of what used to be the -Bell System) have~-‘5::;/

-
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T raing such wlterations {s in violation of Baction 22.915 of the Commission's rules
ac. could be subject to appropriats enforcemsnt action.’ , .

CTIA ma‘led copies of this public notice to all cf its memberse on Fov. 5, informing
thez that "CTIA has carefullz_gx&:ined tbe C2+ FAM Bpulatien Progranming Device acd has
found the device to directly violmte rfCC rulss regerding ISK tampering. le are notilying:
$2+ of our findings and asking the rCC to enforce its rules in this area.” ’J

CTIA also sent letters to sbout 2 dozen magazines, nexspapers and even newsletiers /
that accept no advertising (including this one) urging them not to accept ads for C2-+ ﬁJL-
service. .

"Thie i a consumer issue, not a regulatory issue,” explained C2+ attorney Jeff
Bluwenfeld. To Blupenfeld, C2+'s probdlexs are a case of deja vu., Blumenfeld and his
partner, Gery Cohen, played & key role in the DoJ's caase that led to the bresk-up of AT&T
10 y98TB 8gC I0T wnat he sees as giniler wnili-competitive actlons--a regulation that was
adopted to prevent fraud {8 being used to stifle a gervice that iz in tke publ*c irterest,
f'”yqfiiﬁdmié gott ng something without paying for it,” Blumenfeld said. ~ "[With C2+]
you're paying for everything you use. C2+ has no fraud element. - The only thing that is
not baing peid for is & gecond phcne pumber, which ie not being. used.

T 8 & orse of g mervice thet is ip the public interest and for wvhich there is a
public demard--and whick does 20 harm to gne network " That was the baaig of the DoJ
case & einst AT&T,™ he said,

W . Bt

8re 13 to be enforcement ar the legal ‘sense, iae action may have to come througs

the court system rather than the FCC, mccording to Sieye Narkendorf, chief, ocellular’
braack, mobile eervices division c¢f the FCC. "I don’t know if we can say what C2+ 4s
doirg ig 'illegal,' but from whet we've seen of 1%, 1t is not in sccord with FCC rules and
resulstions,” Karkernderf said in an interview with CS&%. "Subscribers do not have =

iBe. They are operating ucder the license of the carrier. Cerriers have the right to
Imuw vhat goes over their neiwork. This has nothing to do with the FCC....They [Cz*ﬁ are
not & licensce, a0, 1f it's deternined to be a v-olnt‘on.....he Justice Depertment would -
heve to go after them S
‘ "We sre working clcaely vith the FCC on some possible enforcement ‘ssues, CTIA
direcisr of industry security Eric Kill told us. "Several state statutes govern the
question of an individual receivin; eervices without paying for them....But the clesrest
issue {8 that FCC rules are being violated.

To C2+ aod its attorneye, what is at stske is not just ean alleged viclation of an FCC
regulation. !

'+ relses {mportan? consumer and c:mpetitive questione,” Blumenfeld said.
’ F

L v

urthermere, 1if €2+ {8 vieclating an FCC regulation, enfo*cement should come from the FCC,
‘not from an indue.ry trades group.

"But,” he continued, to niiege that C2+ violated 2 regulution "i{s not the snsver.
That's the problem....If I'm & consumer and I want an extenaion phone. esetTNO American way
is_that if it benefits the copsumer {and doesn't harm the carrier or the metwork|, then I
should be able to buy i1t." (Cellular-Two-Plus Harketing, 448 S. Lawrence St., Koutgome*y.

AL 36104, 205/264-0264.)

v
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Cafivdar (Yo Camtur
1600 SW ath Avemue
Parttemd, OR 97201

October 22, 1992 Neil Grabb

District Maminger
Sales & Distribution

(//W/ CELLULARONE'

C 3 | IUGINT MO LIMITS
el

TO: All Authorized Dealers and Retailers
FROM: Neil Grubb, District Manager, Sales & Distribution
SUBJECT: Cellular Two Plus (C2+)

Some of you may have recently read advertisements or received literature from Cellular
Two Plus (C2+) or their local distributor Twin Cell. The company promotes the concept
of "multiple phones on one number.” Through their "NAM emulation programming

device" the company advocates the duplication of a mobile telephone's ESN in a second
mobile telephone.

We believe this activity to be illegal. Further, since C2+ appears to be in violation of the
F.C.C. rules, companies that participate in this type of activity could be held accountable.
I have attached a Public Notice letter from the F.C.C. that addresses the altering of ESN's.

We feel strongly that these types of products encourage fraud and distribution in McCaw
cellular markets will not be tolerated.

Please see your Dealer or Retail Manager if you have further questions or information
about the distribution of C2+.
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MEMORANDUM // 4

DATE: FEBRUARNY K, 1993
T DISTRIBUTION
FROM:  TODD YOUNG / \ \

RE: FFCC RESPONST: RF(;ARUINC: CELLULAR "CLONING ACENTS®

i VAT S aeme

-

tu the fast vear, 1 have received numerous tnquiries from market managars, Field Operations personnel
ad Ageats  repieding didriutore who are olfeting 8 seevice which wldws cusiomer 10 have:

“Two Cellular Phones Whh the Same Phone Numberiil®
Companies known (3 be olfing this type of servige in¢lude:

Cellular 2-Plus
Fxiend-A-Cell and
(‘ell Li-Soft

Othee buginess naines e heing used by locnl disteibutorg acting as apents for the above companies i

The “service® vffered by these organizations involves the use of a computer

several of our markels.
Thev

interlace device to modify cellular phones so that they will emulate the ESN of anather phaone.
nifectively maks "clope” phones.

fin response (o the industry's concern over this iesue, CTLA representatives met with the FCC in
Ouctober 1992 The anachedd letter from the FCC (o the CTIA rellects the afficlal position of the FCC

"It Is a viplation of Section 22.918 of the Commission's Rules fm' an individuat or
company to alter the ESN of & ccllutur phone so that the telephnne emulates the FSN of
any other cellular telephone,  Margover, it is & vielatfon of the Commission's Rules to
aperate a cellular telephone that contsing un allored or copied FSN.*

so called “legitimat jders tugh g Gl 2-Plus.

1 recommend that each of vou retain o copy of this letter fram the FCC and make it svallahle to you
siaff, agents, retatlers tand customers) wha might inquire or receive inquirics about the legitimacy of
these types of Service providers I you become aware of individuals or companies offering these

cloninp services, please ¢eonwact Tom Ames at 206-562-50806,

t‘lm Imguage leaves Imle doubt _sbout the FCC position an the alteration ol ceflular ESN'S by }
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N February 24, 1993

M3, Rhonde Wickham M
Callular Business Magazine *

9800 Metcalt Avénue n
Overland Park, KS 66212-21 DQMJ | CAyfy

Cear My, Wickham:

There racently has besn an increass !n the amount of sdvertising from companies effaring
“swo-fers”, or one cellular mobils number with swo phones. These compinies ofter advestise €5
distrih\u‘rl raseilacs, or agents of the "C Two Plus” systerm, and ciaim t0 cffer & jeglimate secvice.
Pleass vertise MDA b} CTIA 2nd the caliular carriers and |

wiscturars which it represants would like Caliular Buainess Magazine to xnow what there {8 0o

P

The “two-fer® services raquire the copylng or “smulation” of ore callular phone's slectronic
serlal rumber (BSN) into another cellular phone. Pursuant to FCC rules, & cellular phone’s ESN
must be set by the phons’s manufacturer, and esch cellular phone i required to have & "unique®
ESN. The “C Two Plus” system corrupts a ceilular phone § factory nrnwa:e and ovarwr!tu tha

uom!ml ESN wltb the ESN of mo:lwr phone. e

; CTIA md the Federal Commumcations Commu'on reccntly cormponded gbout thlt mattcr e
- Ploase yes the enclosed lettars for mnher lnformation ~ The FCC maintaing: s -

i , "It is & violation of Section 22.911 of the Coramisslon’s Rules for an iﬂﬁMdW
- orcompany to alter or copy the ESN of a cellular udephone é0 thct the u!ephone
emulates the ESN of :ny ot!m' ulophone.“, ) o

CTIA's Fraud Task Pom worka wlth ceﬁuinr curlers o’ combat the !m!um'y s 3300 mmlon i

o " ealtiler fraud problem. The ‘C Two Plus® servics can facilltate fraud'b; ensbling enyons with a
- fraudulent intent and & valid moDile fumber comblination to reprogrant s cel!ular phons with
; the moblle number.and ESN of s lagitimate cellular subscriber - without that pecson's consent of.
WWMRO. thersby cmlln: the subscriber 10 be billed for the calls made by the freudulént phons. "

[ ask Cellular Business Magazine to conside J_y!e potential Imy act cf this un)awfu! actlvity '
[I:,mﬂm sdvartising to. mummpﬂe_sﬂf I may be o Ly asil4iancs, plékse do ok Resltits
B conuct me &t the numbar below, | _ : . : . Co

ey

Slﬁé{e&y, -

“Erie Hill
Director of Indu:try Socurity

Bnclosures

oty
ol

Cellular Telecommunicatlons Industry Assoclation =~ ° ' @
IS4 300 & N W Third Floor, Washington, D.C. 20036 @ (302) 165-0081 & FAX (202) 7850721 wevced sipar



Mr. Swart Crump

Cellular Sales & Marketing
P.O. Box i519

Herndon, VA 22070

Dear Mr. Crumg:

Thers racently has beea an inceeds 0 the amennt of adventizing from companizz offering
“two-fers” ) or one ceilulsr melils nug il:f ot Da0 phores. These companics oftan advertise as
distributors, resellers, or agents of the "C Two Plus™ system, and ciaim 1c offer a iggitimate s2rvicz,
Please see the attached advertsement frr gxamples,  CTIA and the celluiae carriers and
manufactarsrs which it r2presents would like Celiuia Sales & Marketing 5 know ihat [ogrz 3 no

lawful use tor shis servise

The "vao-for” services require the copying or "emulatian” of one cellulur phons’s electronic
serial number (ESN) into another cellular phone. Pursuani o FCC rules, a cellular phone’s ESN
must be set by the phone’s manufacturer, and each cellular phone is required to have & "unique”
ESN. The "C Two Plus" system corrupts a cellular phone’s factory fimware and ovenwrites the
original ESN with the ESN of another phone.

CTIA and the Federal Communications Comnission recently correspended about this malter.
Please see the enclosed letters for further information. The FCC maintains:

"It is a violation of Section 22.915 of the Commission’s Rules for an individual
or company to alter or copy the ESN of a cellular telephone so that the telephoue
emulates the ESN of any other telephone.”

CTIA’s Fraud Task Force works with cellular carriers to combat the industry’s $300 millicn

cellular fraud problem. \The *C Two Plus* service can facilitate fraud by enabling anyone with z
raudulent intent and a valid ESN/mwobile number combination to reprogram a cetlular phone with
| the mobile number and ESN of a legitimate cellular subscriber - without that person’s consent or
{_knowledge, thereby causing the subscriber to be billed for the calls made by the fraudulent phone.

I ask Cellular Sales & Marketing to consider the potential impact of this unfawful activity

before granting advertising to these companies. If I may be of any assistance, please do not hesitate
to contact me at the number below.

) mcerely ,

ol

Eric Hill
Director of Industry Security

Enclosures

Cellular Telecommunications Industry Association
1133 215t St N W , Third Floor, Washington, D.C. 20036 ® (202) 785-0081 @ FAX (202) 7€5.0721

—
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